Ngay 10/5/2022, Microsoft dd phat hanh danh sach ban va thang 5 voi 74 16
hong bao mat trong cic san pham cuia minh. Ban phat hanh thang nay dac biét dang
cht ¥ cac 16 hong bao mat sau.

Cac 16 hong bao mat c6 mirc anh huong Nghiém trong:

- L8 hong bao mat CVE-2022-26925 trong Windows LSA cho phép d6i tuong
tan cong khong can xac thuc co thé thuc hién tan cong gia mao (spoofing). Trong
thue té, 16 hong nay dang duoc st dung két hop voi NTLM relay attack, tir d6 giap
dbi twong tin cong nang cao dic quyén trong hé thong muc tiéu.

- L3 hong bao mat CVE-2022-26937 trong Windows Network File System
cho phép ddi tugng tan cong thuc thi ma tir xa.

- L3 hong bao mat CVE-2022-29972 trong Magnitude Simba Amazon
Redshift ODBC Driver cho phép ddi twong thuc thi ma tir xa. Cac 16 hong bao mat
c6 muc anh huéng Cao:

- L3 hong bao mat CVE-2022-26923 trong Active Directory Domain Services
cho phép dbi tuong tan cong thuc hién nang cao dic quyén.

- L3 hong bao mat CVE-2022-21978 trong Microsoft Exchange Server cho
phép ddi tugng tin cong thuc hién nang cao dic quyén.

- L6 hong bao mat CVE-2022-22017 trong Remote Desktop Protocol Client
cho phép ddi tugng tan cong thuc thi ma tir xa.

- L& hong bao mat CVE-2022-29110 trong Microsoft Excel cho phép doi
tuong tan cdng thuc thi ma tir xa.

- L6 héng bao mat CVE-2022-29108 trong Microsoft SharePoint Server cho
phép dbi twong tan cong thuc thi ma tir xa. Thong tin chi tiét cac 16 hong bao mat c6
tai phu luc kem theo.

Théng tin vé cac 16 hong bao mit trong san pham Microsoft
(Kém theo Cong van so 1143/STTTT-TTCNTT&TT ngay 12/5/2022 ciia S¢ Théng
tin va Truyén théng)
1. Théng tin cac 16 hong bio mat
STT CVE Mo ta Link tham khao




CVE-2022-26925

- Piém CVSS: 9.8 (Nghiém
trong)

- L3 héng trong Windows LSA
cho phép d6i tuwong tin cong
khong can xéc thuc c6 thé thuc
hién tAin cong gid mao
(spoofing) két hop voi NTLM
relay attack tir d6 nang cao dac
quyén trong hé théng muc tiéu.
- Anh huong: Windows
7/8.1/10/11,

Windows Server
2022/2019/2016/2012/2008.

CVE-2022-26925 -
Security Update Guide
Microsoft - Windows

LSA Spoofing
Vulnerability

CVE-2022-26923

- Piém CVSS: 8.8 (Cao)

- L) héng trong Active
Directory  Domain
Services cho phép d6i tuong
tan cong thuc hién ning cao
dic quyeén.

- Anh hudng: Windows

CVE-2022-24491 -
Security Update Guide -
Microsoft - Windows

Network File System
Remote Code Execution

CVE-2022-26937

8.1/10/11, Windows Vulnerability
Server

2012/2016/2019/2022.

- Pbiém CVSS: 9.8

(Nghiém trong)

- Lo hong trong CVE-2022-26937

Windows Network File
System cho phép ddi tugng tan
cong thuc thi ma tir xa.

- Anh huéng: Windows
Server
2008/2012/2016/2019/20 22.

- Security Update Guide
- Microsoft - Windows

Network File System
Remote Code Execution
Vulnerability
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- L) hong trong Magnitude

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-29972

https://msrc-
blog.microsoft.com/2022/

CVE-2022-  Simba Amazon Redshift
29972 ODBC Driver cho phép doi
tuong thyc thi ma tur xa. 05/09/vulnerabilitymitigated-in-
the-third-
party-data-connector-usedin-azure-
synapse-
pipelines-and-azure-datafactory-
cve-2022-29972/
- biém CVSS' 8.2 (Cao)
Iéé ;“Amg ;rong 1V{]icro;o,fthttps://msrc.microsoft.com
xchange Server cho phép Jupdate-
CVE-2022- A Ao A : -
91978 doi tuong tan cong thucigyide/vulnerability/CVE-
hién nang cao dac quyén. - 2022-21978
Anh  hudéng: Windows
Server 2013/2016/2019.
- DPiém CVSS: 8.8
(Cao)
- Lo hong trong https://msrc.microsoft.com
Remote Desktop Protocol Jupdate-
52\6572022 Client cho phép ddi twong  |guide/vulnerability/CVE-
tan cong thuc thi ma tur xa. 2022-22017
- Anh huéng:
Windows
11, Windows Server 2022.
- Piém CVSS: 7.8
(Cao) L& hong trong https://msrc.microsoft.com
Microsoft Excel cho phép /update-
dbi tuong tén cong thyc thi guide/vulnerability/CVE-
CVE-2022-  |ma tir xa. 2022-29110
29110 Anh

- huong:
Microsoft Office Web Apps
Server 2013,

Microsoft Excel

2013/2016.
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CVE-2022-
29108

- DPiém CVSS: 7.8

(Cao)

L3 hong trong
Microsoft

SharePoint Server cho phép

dbi tuong tAn cong thuc thi

ma tur xa.

- Anh huong:

Microsoft SharePoint

Server

2016/2019, Microsoft

SharePoint Foundation

2013.

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-29108

2. Hwéng din khic phuc

Bién phap tot nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong

bdo mat ndi trén theo hudng dan ciia hang. Quy don vi tham khao céc ban

cap nhat phi hop cho céc san pham dang sir dung tai link nguon tham khao

tai muc 1 caa Phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-May

https: //www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-
security-update-review
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